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Getting
Started

Every organization is responsible for
ensuring cyber security. The ability to
protect its information systems from
impairment, or even theft, is essential

to success. Implementing effective
security measures will not only offer
liability protection; it will also increase

efficiency and productivity.



= Understand different types of
malware and security breaches

WO rkshop = Know the types of cyber-attacks to

look out for

Objectives

= Develop effective prevention
methods
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U.S. computer networks and databases are under daily
cyber-attack by nation states, international crime
organizations, subnational groups, and individual hackers.

John O. Brennan



MODULE TWO

Cyber Security Fundamentals

Before developing and implementing security measures to
prevent cyberattacks, you must understand basic concepts
associated with cyber security and what cyberattacks are.




What is Cyberspace?

Networks

Devices

Applications




What is
Cyber
Security?

The implementation of
methods to prevent
attacks on a company’s
information systems.




Why is Cyber Security
Important?

Credit card and bank details

Trade secrets

Intellectual property




What is a
Hacker?

e Grey hats: do it “for
the fun of it”.

e Black hats: stealing
and/or selling data for
monetary gain.




= What is Cyberspace?
Practical = What is Cyber Security?

"IUStratiOn = Why is Cyber Security Important?
= What is a Hacker?




Module Two: Review Questions

1. Cyberspace refers to which of the following?




Module Two: Review Questions

2. What is an item that is included in cyberspace?




Module Two: Review Questions

3. Why is cyber security implemented?




Module Two: Review Questions

4. Cyber security helps control physical access to and

prevents danger that may come in from:




Module Two: Review Questions

5. What type of information is NOT secure information that

is likely to be compromised in a data security breach?




Module Two: Review Questions

6. What is the main purpose of computer sabotage?




Module Two: Review Questions

7. Why do “grey hat” hackers typically hack into computers?




Module Two: Review Questions

8. Why do “white hat” hackers typically hack into

computers?




Module Two: Review Questions

9. The method(s) of cyber security that a company uses

should be tailored to fit the needs of the




Module Two: Review Questions

is the environment where computer

transactions take place.




-behind a mask of anonymity onli



MODULE THREE

Types of Malware

Malware, or malicious software, is intrusive software, used
to perform actions such as interrupting computer
operations and obtaining sensitive information.




Worms

Bandwidth consumption
Stopping active anti-malware service
Immobilizing Safe Mode

Hindering Windows auto update



Viruses

Corrupting files

Computer slowdown

Taking over basic functions
of the operating system




Spyware

e Collecting personal information
e Installing unsolicited software

e Redirecting web browsers




Trojans

Crashing the
computer

Deleting files

Corrupting data
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= \Worms

Pra Ctical \Of_ = \iruses

I"UStration ‘S = Spyware

= Trojans




Module Three: Review Questions

| ] |




Module Three: Review Questions

2. Which of the following does the lesson NOT list as

damage that worms can cause?




Module Three: Review Questions

3. When can infected files infect other computers?




Module Three: Review Questions

4. Which of the following does the lesson NOT list as

damage that viruses can cause?




Module Three: Review Questions

5. Spyware is commonly used to bombard the user with:




Module Three: Review Questions

6. Which of the following does the lesson NOT list as damage

that Spyware can cause?




Module Three: Review Questions

7. How do Trojans gain access to computers?




Module Three: Review Questions

8. Which of the following does the lesson NOT list as

damage that Trojans can cause?




Module Three: Review Questions

9. "Malware” is the shortened form of




Module Three: Review Questions

10. A computer is an independent malware program

that reproduces itself to infect other computers.







MODULE FOUR

Cyber Security Breaches

Whether the data is released intentionally or
unintentionally, the consequences can have long-lasting
effects, from harassment to identity theft.




Phishing

Cyber criminals who use phishing scams aim to
obtain personal information by appearing to be
a legitimate source.




Identity
Theft

e Be mindful of
phishing websites

e Utilize an Anti-virus /
Anti-malware
program

e Don’trespond to
unsolicited requests




Harassment

Do not immediately respond

Tell the cyberbully to stop

Get the authorities involved



Cyber
Stalking

The cyber stalker’s
intention is typically to
intimidate, or in some
way influence, the
victim.




= Phishing
Practical \Of_ = |dentity Theft

lllustration ‘= = Harassment
= Cyber Stalking




Module Four: Review Questions

1. How do phishing scam criminals attract their victims?




Module Four: Review Questions

2. What is not one of the ways phishing uses individuals’

information?




Module Four: Review Questions

3. What quote is mentioned in the “Identity Theft” lesson?




Module Four: Review Questions

4. Of the following, which is not mentioned in the “Ildentity

Theft” lesson as a way to help prevent identity theft?




Module Four: Review Questions

5. What is the first thing to do when you discover you have

been a victim of cyber bullying?




Module Four: Review Questions

6. What is a characteristic of cyber bullying?




Module Four: Review Questions

7. What does the lesson mention on how cyberstalking is

punishable?




Module Four: Review Questions

8. What is not mentioned in the “Cyberstalking” lesson as

an anti-stalking tip?




Module Four: Review Questions

9. Receiving an email that says, “We suspect an unauthorized transaction on your account. To

ensure that your account is not compromised, please click the link below and confirm your
identity”, is MOST likely characteristic of what?




Module Four: Review Questions







MODULE FIVE

Types of Cyber Attacks

Cyber attacks are orchestrated by individuals or groups to
destroy the information systems, networks, etc. of others.




Passwords Attacks

e Include upper- and lower-case letters,
numbers, and symbols

e Craft a password that is long

e Regularly update your password




Denial of
Service
Attacks

Network performs
slowly

A specific website is
inaccessible

No websites are
accessible




Passive Attack

A passive attack is conducted to simply find the
vulnerabilities of a system, but not change any
data at that time.

A o S S e B AN X
R0 C i U B
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Penetration
Testing

e Determine the bearing
an attack will have on a
company

e Assess the company’s
network risk
management
capabilities




= Password Attacks

PraCticaI = Denial of Service Attacks
I"UStratiOn = Passive Attack

= Penetration Testing




Module Five: Review Questions

1. You should create a password that is:




Module Five: Review Questions

2. What should your password include?




Module Five: Review Questions

3. What is a denial-of-service attack?




Module Five: Review Questions

4. Which of the following is not mentioned in the “Denial of Service

Attack” lesson as damage that denial of service attacks can cause?




Module Five: Review Questions

5. What is the purpose of a passive attack?

| | |




Module Five: Review Questions

6. In the lesson, passive attacks are likened to:




Module Five: Review Questions

7. What is penetration testing used for?




Module Five: Review Questions

8. Which of these is discussed in the “Penetration Testing”

lesson as a reason that companies implement such testing?




Module Five: Review Questions

9. are orchestrated by individuals or groups to

destroy the information systems, networks, etc. of others.




Module Five: Review Questions

10. Receiving a large amount of spam mail and being locked out of the system after

putting in the correct password, but not given access are characteristic of which of
the following?







MODULE SIX

Prevention Tips

It may not be possible to completely avoid falling victim to
cybercrime.

Having a tool kit of prevention methods could help your
organization minimize the risk of cyber crimes.




Craft a Strong
Password

Avoid using common words or consecutive
characters to make up your password (e.g., Do
not use “password” as your password. Do not
use a password such as Officel11).




Two- Step
Verification

Key
Password
Pin
Fingerprint

Voice recognition




Download
Attachments With Care

It’s important to always download email
attachments with care, even if the email
appears to be from a credible source.




Question
Legitimacy
of Websites

Opening some sites could
lead to damage, such as
slowing down the speed
of your computer or the
loss of files or even stolen
identity.




= Craft a Strong Password

Practical \Of_ = Two-Step Verification

"IUStratiOn & — = Download Attachments with Care

= Question Legitimacy of Websites




Module Six: Review Questions

1. What is the best way to store a password?




Module Six: Review Questions

2. When is it best to use one password for all of your

accounts?




Module Six: Review Questions

3. In the “Two-Step Verification” lesson, which of these is mentioned

as something that may be used for authentication purposes?




Module Six: Review Questions

4. The “Two-Step Verification” lesson states that which of

these can be used to confirm an individual’s identity?




Module Six: Review Questions

5. What is true of an email attachment with an extension of

.doc?




Module Six: Review Questions

6. What is a way to protect yourself when it comes to

opening attachments?




Module Six: Review Questions

7. Opening a website that appears to be legitimate but is a

spoof can do all of the following, except:




Module Six: Review Questions

8. Which of these is not mentioned as a precautionary

measure to avoid opening a spoof website?




Module Six: Review Questions

9. What can help your organization minimize risk?




Module Six: Review Questions

10. One of the easiest steps to keeping your data safe is to

craft solid login







MODULE SEVEN

Mobile Protection

It is just as important to protect your Smartphone as it is
your computer. With phones having many of the same
capabilities as computers, they are open to many of the
same vulnerabilities that computers face.




!

No Credit Card
Numbers

As easy as it is for you to access these numbers,
it is easy for someone who means harm to
access them.




Place Lock
on Phone

Avoid using common

words or consecutive

characters to make up
your password.




Don’t Save Passwords

e Treat them as you would other important
documents by locking them in a safe or
drawer that requires a key

e |nvest in a password manager service




No
Personalized |
Contacts Listed |

Someone who doesn’t
have permission to touch
your phone may decide to
go through your contact
list.



= No Credit Card Numbers
PraCticaI \Of_ = Place Lock on Phone

I"UStratiOn ‘'S » Don’t Save Passwords

= No Personalized Contacts Listed




Module Seven: Review Questions

1. Credit card numbers:




Module Seven: Review Questions

2. What is a way to safeguard credit card information that

you must store on your phone?




Module Seven: Review Questions

3. When setting up a lock on your phone that can be

opened with a password:




Module Seven: Review Questions

4. To create a strong password, it should have:




Module Seven: Review Questions

5. What should be your back-up method if you cannot

remember your password?




Module Seven: Review Questions

6. The “Don’t Save Passwords” lesson states that passwords

should be secured where?




Module Seven: Review Questions

7. What is the name of the person in the contact list?




Module Seven: Review Questions

8. What was the job title of the person in the contact list?




Module Seven: Review Questions

9. What should you NOT save on your phone?




Module Seven: Review Questions

10. How can you protect your phone privacy?




a4
The hacker mindset doesn't M see what happens on the
tot

other sid > victim.

TS il e — a KEVin MitniCk



MODULE EIGHT

Social Network Security

Many people forget that with social networking, revealing
too much information about oneself could still lead to
dangerous situations, such as social engineering attacks.




Don’t Reveal Location

Use your creativity to make a fake
location or input a city/state different
from where you are actually located.




Keep
Birthdate
Hidden

If you absolutely must list
your birthdate, do not
include the year.




Have Private Profile

== Facebook

mm |Nnstagram

= Twitter

mm Google+

= LinkedIn

= Pinterest




Don’t Link
Accounts

Linking social media
accounts makes it easier
for thieves to find you.




= Don’t Reveal Location

Practical = Keep Birthdate Hidden
"IUStratiOn = Have Private Profile

= Don’t Link Accounts




Module Eight: Review Questions

1. What is the MOST effective thing to do if a social media

site requires you to put in your address?




Module Eight: Review Questions

2. Which of these is NOT mentioned in the “Don’t Reveal Location” lesson of

potential things that can happen as a result of inputting your real location?




Module Eight: Review Questions

3. If your birthday is visible on your account, what part of it

should you not include?




Module Eight: Review Questions

4. The first sentence of the “Keep Birthdate Hidden” lesson

144

says, “Giving away your birthday seems like a act...




Module Eight: Review Questions

5. Which of these is NOT mentioned in “Have Private

Profile” as one of the common social media platforms used?




Module Eight: Review Questions

6. Of the following, which is NOT listed in “Have Private

Profile” as a common social media website?




Module Eight: Review Questions

{ ] J
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Module Eight: Review Questions

8. Which of these is NOT listed as a reason to not link your

social media accounts?




Module Eight: Review Questions

. This seems like an issue of , but many need to be reminded that

revealing your location to strangers is never a good idea.




Module Eight: Review Questions

10. The Internet is a source.




Inited States attorney in Manhattan, | have come to
s«about few things as much as the gathering cyber
threat.

= Preet Bharara



MODULE NINE

Prevention Software

While you may not be able to completely avoid these risks,
there are many ways to lessen your exposure to threats,
vulnerabilities, and attacks.




Firewalls

Firewalls use pre-set security rules to keep track
of, and regulate, the incoming and outgoing
traffic of your network system.




Virtual
Private
Networks

e |[nternet Protocol
Security

e Layer 2 Tunneling
Protocol

e Point-to-Point
Tunneling Protocol




Anti-Virus & Anti-
Spyware

Lo B
o
Lo erncer
oo




Routine
Updates

e High priority
e Suggested

e Drivers




=" Firewalls

PraCticaI \Of_ = Virtual Private Networks

I"UStratiOn ‘= = Anti-Virus & Anti-Spyware
= Routine Updates




Module Nine: Review Questions

1. Which of the following are two types of firewalls?




Module Nine: Review Questions

2. What are firewalls designed to do?




Module Nine: Review Questions

3. An example of using a VPN is a company that gives its employees access to its

Intranet while not inside of the office. What type of VPN is this?




Module Nine: Review Questions

4. Of the following, which is an actual VPN protocol?




Module Nine: Review Questions

5. What are threats that Anti-Virus software protects

against?




Module Nine: Review Questions

6. Which of these companies offers Anti-Virus and Anti-

Spyware software?




Module Nine: Review Questions

7. Which of these is typically the MOST complicated update

to install?




Module Nine: Review Questions

8. How often do operating systems release updates?




Module Nine: Review Questions

9. What is a potential danger when using the internet?




Module Nine: Review Questions

10. Firewalls use pre-set security rules to keep track of, and

regulate, the incoming and outgoing traffic of your
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MODULE TEN

Critical Cyber Threats

Critical cyber threats are those that if carried out, could
have a debilitating effect on an organization, or even a
country.




~ = (Critical Cyber Threats

Finance
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Government facilities




Cyber
Terrorism

Cyber terrorism is cyber
threats/attacks on a large
scale.




Cyber Warfare

Cyber warfare is a means of war against another
state or country to damage that other
state/country’s information networks.




Cyber
Espionage

The purpose of cyber
espionage is to obtain the
secrets of another,
without their permission.




= Critical Cyber Threats

Practical \Of_ = Cyber Terrorism

lllustration ‘= = Cyber Warfare
= Cyber Espionage




Module Ten: Review Questions

1. According to the “Critical Cyber Threats” lesson, which of

these is mentioned as a critical infrastructure?




Module Ten: Review Questions

2. Which of the following is NOT listed in “Critical Cyber

Threats” as a type of critical infrastructure?




Module Ten: Review Questions

3. In the white supremacist example of Cyber terrorism,

what state’s ISP was temporarily disabled?




Module Ten: Review Questions

4. In the Institute for Global Communications Cyber terrorism example, protesters

from what country bombarded the institute with thousands of bogus e-mails?




Module Ten: Review Questions

5. In the Cyber warfare examples, in 1998, the United States

hacked into what country’s air defense system?




Module Ten: Review Questions

6. A cyber spy network called accessed confidential information belonging to

both governmental and private organizations.




Module Ten: Review Questions

7. In one of the examples in the “Cyber espionage” lesson, an unnamed government

official told the Wall Street Journal that cyber spies from which countries had broken
into computer systems?




Module Ten: Review Questions

8. Canadian researchers revealed that a cyber-spy network based in what country

had broken into diplomatic computer systems involving 103 different countries?




Module Ten: Review Questions

9. Critical cyber threats are those that if carried out, could have a

debilitating effect on an organization, or even




Module Ten: Review Questions

are not designed to temporarily disable an

organization, but completely destroy it.
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MODULE ELEVEN

Defense Against Hackers

“The best defense is a good offense”. Rather than reacting
to attacks once they’ve occurred, a wise strategy is to
prepare proactive measures, so that if the time comes, you
can completely bypass the attack, or lessen the blow of it.




Cryptography

e International Data Encryption Method (IDEA)
e Advanced Encryption Standard (AES)
e Data Encryption Standard (DES)




Digital
Forensics

Computer systems have
become a tool for
committing various
crimes.




Detection

C
9
(7))
-
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o
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Dakota Alert, Inc.

Juniper Networks

Linear, LLC

PureTech Systems, Inc.

Telguard




Legal
Recourse

e Obtaining National
Security Information

e Accessing a Computer
and Obtaining
Information

e Trespassingina
Government Computer




= Cryptography
Practical \Of_ = Digital Forensics

I"UStratiOn ‘'S * Intrusion Detection

= Legal Recourse




Module Eleven: Review Questions

1. What is cryptography?

| | |




Module Eleven: Review Questions

2. Which of these is NOT an encryption method mentioned

in the “Cryptography” lesson?




Module Eleven: Review Questions

3. The “Digital Forensics” lesson says that who collects and

analyzes the data?




Module Eleven: Review Questions

4. In the Sharon Lopatka example in “Digital Forensics”

lesson, who was found to be the person who murdered her?




Module Eleven: Review Questions

5. What is NOT a question that the “Intrusion Detection”

lesson states that one must ask before investing in an IDS?




Module Eleven: Review Questions

6. Which of these companies is mentioned as a

manufacturer of IDSs?




Module Eleven: Review Questions

7. The majority of computer hacking crimes are punishable

under:




Module Eleven: Review Questions

8. The “Legal Recourse” lesson states there are penalties for

committing the following offenses involving computer:




Module Eleven: Review Questions

9. What method of defense can help deter hackers?




Module Eleven: Review Questions

10. What do intrusion detection systems do?




MODULE TWELVE

Wrapping Up

Although this workshop is coming to a close, we hope that
your journey to understanding Cyber Security is just
beginning.




1l

Words From the Wise

Everybody should want to
make sure that we have the
cyber tools necessary to
investigate cyber-crimes,
and to be prepared to
defend against them and to
bring people to justice who
commit it.

- Janet Reno

Somebody could send you
an office document or a PDF
file, and as soon as you
open it, it's a booby trap
and the hacker has complete
control of your computer.

- Matt Gentile

X i &

People need to be more
aware and educated about
identity theft. You need to
be a little bit wiser, a little
bit smarter and there's
nothing wrong with being
skeptical.

- Frank Abagnale
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