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Getting
Started

The digital age has provided many
benefits.

It is important to learn basic citizenship
skills to help prevent missteps and
keep your digital relationships running
smoothly.



= Define digital citizenship

= Use technology appropriately

Workshop \O,_ = Use social networking to create

_ _ your brand
/ ——

Ob]ECt'Ves = = Protect your reputation online

= Practice safe use of technology

= Understand digital etiquette







MODULE TWO

What is Digital Citizenship?

Anyone who interacts regularly online automatically
becomes a digital citizen. Like any other community, digital

citizenship requires members to behave in a mature and
civil manner.




What is Digital
Citizenship?

Access

Commerce

Literacy

Etiquette




Engaging
With Others

e Be patient
e Dialogue
e Share sparingly

e Be respectful

e Maintain
relationships




It’s a Moving Target

It is imperative that we pay attention as our
tools change in order to remain relevant in our
work and social lives.




Belonging
to a
Community

Text
FaceTime
Email

Social media

Instant messaging




= What Is Digital Citizenship?
Practical \Of_ = Engaging With Others

I"UStratiOn & = |t’s a Moving Target

= Belonging to a Community




Module Two: Review Questions

1. What requires people to keep up with changes in

technology?




Module Two: Review Questions

2. What affects physical health?




Module Two: Review Questions

3. How should relationships be built online?




Module Two: Review Questions

4. What will help build a dialogue?
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Module Two: Review Questions

5. What has technology Not changed?




Module Two: Review Questions

6. What new technology has become an integral part of

society?




Module Two: Review Questions

7. What does Not limit communication?




Module Two: Review Questions

8. What does not apply to digital citizenship?




Module Two: Review Questions

9. How can someone become a digital citizen?




Module Two: Review Questions

10. How many elements are experienced online?




If a man be gracious and courteous to strangers, it shows he is a
citizen of the world.

Francis Bacon



MODULE THREE

Being a Good Citizen

The rules of citizenship for each are similar. When using
digital technology, remember to be positive and helpful,
and apply what works in real life in the digital realm.




Build It Up

No matter the content that you produce or
communication you make, it is essential that
you attempt to remain positive.




Real World
Influences

Participation

Meeting
responsibilities

Obeying laws




Use Technology
Appropriately

How you use technology will depend on where
you are and what you are doing.




The Golden
Rule

Think before you
communicate; do not
act out of emotion.




= Build It Up
PraCticaI \Of_ = Real World Influences

"Iustration @ — = Use Technology Appropriately
" The Golden Rule




Module Three: Review Questions

1. Which content is shared the most?




Module Three: Review Questions

2. What cements relationships online?




Module Three: Review Questions

3. What translates into your digital citizenship?




Module Three: Review Questions

4. What is Not an example of good citizenship?




Module Three: Review Questions

5. Which of the following is not illegal?




Module Three: Review Questions

6. What will increase the risk of a virus?




Module Three: Review Questions

7. How should you treat yourself and others?




Module Three: Review Questions

8. What should you avoid to maintain the golden rule?




Module Three: Review Questions

, your path to becoming a good digital

citizen will be much easier.




Module Three: Review Questions

10. Technology needs to be used
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MODULE FOUR

Best Practices For Sharing

What we put online in unguarded moments can haunt us
for the rest of our lives.




Digital Footprints

Digital footprints come from what you share,
and data collected on any sites visited, and they
do not go away.




Personal
and Work
Lives

Although some people
find it restrictive, it is
important not to share
information that could
be offensive.




Stop and Think Before
You Post

There is nothing to prevent people you share
things with from sharing them with others.




Do Not
Overshare

One of the main
problems in the digital
realm is oversharing.




= Digital Footprints

PraCticaI = Personal and Work Lives
"IUStratiOn = Stop and Think Before You Post

= Do Not Overshare




Module Four: Review Questions

1. How long does a digital footprint last?
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Module Four: Review Questions

2. How do retailers use digital footprints?




Module Four: Review Questions

3. What type of content should you avoid?




Module Four: Review Questions

4. What do employers use to monitor employees?




Module Four: Review Questions

5. What is not necessary on a social network?




Module Four: Review Questions

6. What is true of the Internet?




Module Four: Review Questions

7. How should you address an individual?




Module Four: Review Questions

8. What are people likely to do about oversharing?




Module Four: Review Questions

O. It is so easy to online that many people do it

without considering the consequences.




Module Four: Review Questions

10. Something you thought you could cause problems

for you later.







MODULE FIVE

Networking and Personal

Branding (I)

Digital citizenship is a large part of networking and personal
branding; monitor your online presence and be careful how
you present yourself.




Personal Branding

e What are my skills?
e What is my message?

e Who is my audience?




Be Yourself

Whether you are online
or offline, it is important
that you be yourself.




Social Networking

Choose the right networks

Post regularly

Monitor it




If You Share It,
Expect Everyone |
To See It

Thinking before posting
cannot be emphasized
enough.




= Personal Branding

= Be Yourself

Practical

= Social Networking

lllustration

= |f You Share It, Expect Everyone to
See It




Module Five: Review Questions

1. What must you establish in posts to define your brand?




Module Five: Review Questions

2. What occurs when posts shift tone and topic?




Module Five: Review Questions

3. Which type of person is less likely to be trusted?




Module Five: Review Questions

4. What should you share?




Module Five: Review Questions

5. More points should be assigned to




Module Five: Review Questions

6. What will help expand your network when used

correctly?




Module Five: Review Questions

7. How long does it take for a post to be shared?
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Module Five: Review Questions

8. How can information be shared after it is removed?




Module Five: Review Questions

9. Digital citizenship is a large part of networking and




Module Five: Review Questions

10. When developing your brand, what should you ask

yourself?




V' / |

Networking is marketing. Marketing yourself, marketing your
uniqueness, marketing what you stand for.




MODULE SIX

Networking and Personal

Branding (Il)

Networking and branding require more than engaging in
social media; they require relationship building.




Introduce Colleagues

Consider hosting mixers or other parties to help
people meet each other in person and put faces
to names.




Volunteer To
Help Others

You will meet new people
with similar interests;
providing you with the
opportunity to learn new,
marketable skills.




( Be thorough —

Blog

E ( Make a point G
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( Be consistent




Guard Your
Reputation

e Monitor your online
activity

e Keep information
private

e Be careful lending
technology




" |ntroduce Colleagues

Practical \Of_ = \olunteer to Help Others

lllustration /g " Blog

= Guard Your Reputation




Module Six: Review Questions

1. What would you use to introduce people in person?




Module Six: Review Questions

2. What should you do before introducing people through

email?




Module Six: Review Questions

3. What should you do after volunteering?




Module Six: Review Questions

4. Where should you volunteer?




Module Six: Review Questions

5. When should you do to be thorough in a blog?




Module Six: Review Questions

6. What do blogs require?
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Module Six: Review Questions

7. Personal information needs to be kept




Module Six: Review Questions

8. What is the risk of loaning technology?




Module Six: Review Questions

9. Networking requires :
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Module Six: Review Questions

10. Why should you share your volunteering efforts online?
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MODULE SEVEN

Digital Security and Safety ()

Being a good digital citizen requires you to be responsible
for your own security and safety.




Don’t Trust Anyone You
Don’t Know

You are asked to download something
You are given a link to something
You are asked for money

You are promised money



Enable 2-Step
Verification
Processes

The process is simple, and
it helps prevent the theft
of your passwords.







Public
Computers

Do not save login
information

Erase your history

Be aware of your
surroundings

Mind what you do




= Don’t Trust Anyone You Don’t

Know
Practical _\O’_ = Enable 2-Step Verification
"lustration s\ Processes
= Public Wi-Fi

= Public Computers




Module Seven: Review Questions

1. What is true of scammers?

| | |




Module Seven: Review Questions

2. What is NOT a sign of a scammer?
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Module Seven: Review Questions

3. Where is the code sent for 2-step verification?




Module Seven: Review Questions

4. What is the purpose of the 2-step verification process?




Module Seven: Review Questions

5. What should you turn off with public Wi-Fi?




Module Seven: Review Questions

6. What should not be used on public Wi-Fi?




Module Seven: Review Questions

7. What should you do when you leave a public computer?




Module Seven: Review Questions

8. When using a public computer, what should you never

do?




Module Seven: Review Questions

9. Being a good digital citizen requires you to be responsible

for your own




Module Seven: Review Questions

10. Which is a sign that you are being scammed?




o trust. All others,




MODULE EIGHT

Digital Security and Safety (ll)

Digital security and safety require users to monitor email
attachments, use strong passwords, back up files, and
update software.




Email and Attachments

Before downloading or clicking on anything,
hover over the link to see that the link you see
and the link you are being directed to match.




Password
Rules

Uppercase letters
Lowercase letters

Numbers

Symbols/characters

Rl ][ |



Back Up Your Files

e Full back up

e Incremental

\\\ \ e Differential backup
e Mirror

e Local

e Online




Update
Your
Software

Make sure that you
update virus software,
OS, firewall, iTunes,
Microsoft Office, etc.




= Email and Attachments

Practical \Of_ = Password Rules

I"UStratiOn ‘'S = Back Up Your Files

= Update Your Software




Module Eight: Review Questions

1. What should you do if an email seems strange?




Module Eight: Review Questions

2. What should you do if you accidentally click something?




Module Eight: Review Questions

3. How many characters are typically a password minimum?




Module Eight: Review Questions

4. What is Not useful when creating a password?




Module Eight: Review Questions

5. Which type of backup is the fastest to restore?




Module Eight: Review Questions

6. Which type of backup is slow to restore but keeps files

safe in natural disasters?




Module Eight: Review Questions

7. What is a risk of not updating software?




Module Eight: Review Questions

8. What does Not need to be updated?




Module Eight: Review Questions

9. Typically, how often do we use email?




Module Eight: Review Questions

10. It is not yet possible to back up files online.




Anna Maria Chavez




MODULE NINE

Dealing With The Darkside

Because interactions are not face-to-face, many people
ignore basic civility. Harassment, trolling, and threats occur
far too often online.




See It, Report It

e Scams
e Bullying

e Offensive posts

e Violent/threatening posts




Bullying and
Harassment

e Block and report
e Keep arecord

e Reportit




Trolling

|dentify trolls

Do not engage

Don’t take it personally




Shared
Something You

Shouldn’t Have?

The first thing you must
do is remove the post
immediately.
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= See it, Report It

Practical <l = Bullying and Harassment
_Q_ " Trolling

lllustration g

= Shared Something You Shouldn’t
Have?




Module Nine: Review Questions

1. What should you Not report?




Module Nine: Review Questions

2. Problems should be reported to




Module Nine: Review Questions

3. What is the first step to handling bullying and

harassment?




Module Nine: Review Questions

4. What is useful in keeping records of harassment?




Module Nine: Review Questions

5. What is a feeding the troll?




Module Nine: Review Questions

6. How do trolls view interactions?




Module Nine: Review Questions

7. What should you do if a friend shares something you do

not want shared?




Module Nine: Review Questions

8. What is necessary if a post spreads before you have time

to remove it?




Module Nine: Review Questions

9. Part of being a good citizen is :
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Module Nine: Review Questions

10. If you or someone you know becomes the victim of

bullying or harassment, you need to
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MODULE TEN

Digital Etiquette (I)

When we interact with others online, we should treat them
like we would if they were standing in front of us.




Respect and Tone

Remember that you are talking to a person, not
the embodiment of an idea.




Be honest

Be calm

Be direct




Topics to Avoid

If you want to create controversy, bring up these
topics: politics, religion, and sex.




te

Iva

Keep Pr

Messages

m Negativity

= Personal problems

= Conversations




= Respect and Tone

Practical \Of_ = Speak Up, Not Out

lllustration 4 » Topics to Avoid

= Keep Private Messages Private




Module Ten: Review Questions

1. What does not translate in written response??




Module Ten: Review Questions

2. will help prevent misunderstandings.




Module Ten: Review Questions

3. What is Not speaking up?
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Module Ten: Review Questions

4. What does speaking out cause?
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Module Ten: Review Questions

5. Which topic is safe to discuss?




Module Ten: Review Questions

6. What should your posts focus on?




Module Ten: Review Questions

7. Before posting online, what should you ask yourself?




Module Ten: Review Questions

8. What is true of privacy online?




Module Ten: Review Questions

9. It is easy to forget what, while we scroll and search the

internet?




Module Ten: Review Questions

10. What is most important to remember when

communicating?




deratiokdf
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Thomas Sowell




MODULE ELEVEN

Digital Etiquette (lI)

It is important to understand why people behave the way
that they do.




Educate Yourself

In order to be part of the digital community, you
must be familiar with the tools necessary to
access it.




Information
Processing

Can you verify the
information?

Is the source
reputable?

Is there a copyright?

What is the purpose of
the information?




Internet Boldness

Internet boldness can be helpful; shy people can
often communicate better online.




Permission
to Share

Some people are more
comfortable with their
pictures and information
being shared than others. ;\,

\ \,.\




= Educate Yourself

Practical = Information Processing
"IUStratiOn * |nternet Boldness

= Permission to Share




Module Eleven: Review Questions

1. What is necessary to be a digital citizen?




Module Eleven: Review Questions

2. Where do you Not find materials to educate yourself?




Module Eleven: Review Questions

3. What is a reputable source?
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Module Eleven: Review Questions

4. What is true of a large percentage of information?




Module Eleven: Review Questions

5. What makes people bold on the Internet?
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Module Eleven: Review Questions

6. Who benefits from boldness online?




Module Eleven: Review Questions

7. What is true of much of the information online?




Module Eleven: Review Questions

8. What should you do before posting something you find

online?




Module Eleven: Review Questions

{ ] J
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Module Eleven: Review Questions

10. The key to information processing is




MODULE TWELVE

Wrapping Up

Although this workshop is coming to a close, we hope that
your journey to understanding Digital Citizenship is just
beginning.




Words From the Wise

TNy

If once you forfeit the
confidence of your fellow-
citizens, you can never
regain their respect and
esteem.

- Abraham Lincoln

Citizenship is a tough
occupation which obliges
the citizen to make his own
informed opinion and stand
by it.

- Martha Gellhorn

Security is always expensive
until it is not enough.

- Robbie Sinclair

\

‘: !

There can be no daily
democracy without daily
citizenship.

- Ralph Nader
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